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Bringing together systems and information

NHS Digital is formed from
several predecessor
organisations:

•

The former Health and Social Care Information
Centre (known as The NHS Information Centre),
a Special Health Authority closed in March 2013

•

Connecting for Health, responsible for the
National Programme for IT, which until April 2013
was part of the Department of Health

•

Informatics functions from local strategic health
authorities and a Primary Care Trust

Other functions transferred into HSCIC:
NHS Choices - Aug 2013
NHS Direct (some supporting functions) – Apr 2014

Information and technology for better health and
care
NHS Digital strategy 2015-2020

Our mission
By 2020, we will have revolutionised the way technology, data and information
are used to transform the delivery of England’s health and social care services.

Our priorities
Ensure that
every citizen’s
data is protected
Establish shared
architecture and
standards for
the benefit of
everyone

Assure the quality, safety and security of data and information flows
across health and social care. Citizens will share their data with
confidence knowing that it will be kept confidential and shared only
when appropriate and for their benefit.

Implement
services
to meet
national
and local
needs

Support
organisations
to get the
best from
technology,
data and
information

Make
better
use of
health
and care
information

NHS Digital strategy

Ensure that
every
citizen’s data
is protected

Establish
shared
architecture
and
standards

Implement
services that
meet national
and local
needs

Help local
organisations
get the best
from
technology

Make better
use of data
and
information
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A Few Basics: The Diamond of Delight - You are safe
inside it
Human Rights Act

Diamond of
delight

Each organisation’s
legal context
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1.
2.
3.
4.

Consent
Statute
Court Order
Public Interest Test
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Data Protection
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Where are we today? – Services

Our customers access the data we hold via a range of products and services
including…
Product/Service

Content

Statistical publications
Over 250 a year

Accessed via our website and including clinical audits, official statistics, open
data, surveys and other reports on a wide range of topics

Indicator Portal
Almost 2,000 indicators

Including Summary Hospital-level Mortality Indicator (SHMI), Clinical
Commissioning Group Outcomes Indicator Set and Adult Social Care
Outcomes Framework

Hospital Estates and Facilities
Statistics website

Includes data from the Estates Return Information Collection (ERIC) and the
Patient-Led Assessments of the Care Environment (PLACE) reports

iView
data display tool

Provides access to a range of selected and aggregated health and social care
data and allows users to build reports, generate charts and export data

Data Access Request Service

Provides a single route for requesting access to any of the health and care data
we hold
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Data Access Request Service

Customers include
NHS and Social
care organisations,
research, business
intelligence
companies and the
wider life science
sector
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Data Access Advisory Group (DAAG)

• History
– Partridge Review 2014
– Highlights and innovations

• Data Access and Request Service [DARS]
• Consultation with the public on IGARD Summer 2015 & in
response, Terms of Reference redrafted to include:
– Clarity of scope & purpose
– Expertise & independence
– Accountability & transparency
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Data Access Request Service {DARS}

The DARS team: What does it do?
• Administrators: Enquiries and triage
• Applications : Liaison with customer re content of application and provision of
advice and guidance on applications
• Approvals/recommendations
– Data Approvals Owner
– Information Asset Owner
– Pre-IGARD
– IGARD
– Head of Data Access & Director
• Data destruction
• Data productions including HDIS: technical feasibility; data minimisation and
patient objections
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Standard controls
•

Templates
–
–

•

Applications
–

•

Commonly in the processing activities section e.g. “all individuals with access to the
record level data are substantive employees…”

Data Sharing framework contract
–
–

•

Simplified process offering a faster service for applicants making standard access
requests for standard purpose
Opportunity to increase the use of standard template applications in certain
circumstances

Standard clauses
Currently under review

Data Sharing Agreements
–
–

Standard clauses contained within the current data sharing agreement
Currently under review
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DARS on-line Homepage
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Product selection screen:
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IGARD (1)
•

Transitioned on 1 February 2017 and meets weekly considering
up to 14 applications

•

Independent Group
•
•
•

10 Members
Appointed through open process
Appointment duration is approx. 3 years with overall change in
membership of one third in a given year.

•

Range of skills including legal, GP, patient, research

•

IGARD Chair reports to the NHS Digital Board

IGARD (2)

• Role
•
•
•

Advisory / ability to question
Fully independent of NHS Digital
Make recommendations to NHS Digital SIRO

• Scope
•

Legal basis for collection, linkage & dissemination

• Process
•

Consider purpose, processing, benefits, security etc.
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Dashboard
• Jan 16 – Jan 17 – considered 350 applications (958
applicants in total)
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Public attitudes – consistent themes
•

Low levels of understanding

•

Assumption that data is shared for direct care

•

Generally people will support use of data for wider purposes –
especially if clear public benefit

•

Increased understanding generally leads to increased
willingness to share

•
•

Controls and data security tend to be assumed
People want to be informed and given a choice

•

Opportunity to make progress
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The NDG Review of Data Security, Consent and Opt-outs
•
•
•

•

Secretary of State for Health commissioned in
Sept 2015
Care Quality Commission (CQC) reviewed
current approaches to data security in NHS
The National Data Guardian asked to propose
– a set of data security standards
applicable across the NHS and social
care system
– a method to assess compliance with
CQC
– new model of consent /opt outs
Published July 2016 with strong common
themes across NDG and CQC findings
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Understanding what the NDG review says on
information governance
• It’s about trust!
• “Trust cannot be ensured
without secure systems…”
• People trust the NHS to
protect information
• IG must support digital
transformation otherwise the
risk of breaches increase and
trust will be lost.
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Leadership is key
Ten new standards, grouped under three leadership obligations –
people, processes, technology:
•

Leadership Obligation 1: People: Ensure staff are equipped to
handle information respectfully and safely, according to the Caldicott
Principles.

•

Leadership Obligation 2: Process: Ensure the organisation
proactively prevents data security breaches and responds
appropriately to incidents or near misses.

•

Leadership Obligation 3: Technology: Ensure technology is secure
and up-to-date
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Recommendations:

opt-out for purposes beyond direct care
1. You are protected by the law.
2. Information is essential for high quality
care.
3. Information is essential for other
beneficial purposes.
4. You have the right to opt out of your
personal confidential information being used
for these other purposes beyond your direct
care:
A. Personal confidential information being used
to provide local services and in running the NHS
and social care system.
B. Personal confidential information being used
to support research and improve treatment and
care.

5. This opt-out will be respected by all
organisations that use health and social
care information.
6. Explicit consent will continue to be
possible.
7. The opt-out will not apply to anonymised
information.
8. Arrangements will continue to cover
exceptional circumstances.

Understanding what the NDG review says on
information governance
•

Leadership is crucial.

•

A strong SIRO, an engaged board
and an effective Caldicott Guardian
are essential to success.

•

Demonstrate ownership and
responsibility.

•

IG Toolkit must reflect the changing
use of information in a digital world.
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GDPR: How big a challenge is it?
• There are three groups
– Things which are the same
– Things which will change
– Things where we are not sure

• Broadly about
– 70-80% will not change but implementation must be
demonstrably sound ie done properly
– Of the remaining 30%
§ 15% small but significant change
§ 15% more significant change
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GDPR: MPS top issues
1. Anonymisation, including information asset registers
2. Consent
3. Fair processing and evidencing compliance with GDPR in all
we do
4. Public interest
5. Data protection privacy impact assessments
6. Contracts and sanctions
7. Data Protection Officers
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Balancing principles

Control of data.
Legal framework.
Trust.

Release of data.
Improve health
and social care.
Transparency
.
Public
benefit.
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DARS Products and Services
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NHS Digital
•
•
•

National provider of information, data & IT systems for NHS
Commissioners, analysts, clinicians in health and social care.
Executive, non-departmental public body, sponsored by the Dept.
of Health
NHS Digital’s IG approach must ensure that:
– All processing of information is appropriate, secure and confidential,
– All legal and regulatory IG requirements are satisfied

•

Health Research Authority Confidentiality Advisory Group
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NHS Digital: legal framework (1)

• Common law
– Confidential information
– Consent

• Health and Social Care Act 2012 (commonly s261)
• Data Protection Act 1998
- Fair and lawful
- Trust and transparency
- From 25th May 2018 GDPR
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NHS Digital: legal framework (2)

• Statistics & Registration Services Act 2007
– Approved researcher (s39)
– Assisting Secretary of State in the performance of functions
(s42)

• NHS Act 2006 (COPI regulations, “s251 support”)
– DPA still applies
– Patient notifications

• Care Act 2014
- Purpose
- Respect & promote privacy
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Products and services

Hospital Episode Statistics (HES)
•
•
•

All admissions, outpatient appointments and A&E attendances at NHS hospitals in
England
Data becomes available with a 3 month lag
More information at www.digital.nhs.uk/hes

Mental Health Minimum Dataset (MHMDS) / Mental Health and
Learning Disabilities Dataset (MHLDDS)
•
•
•
•

MHMDS contains record-level data about the care of adults and older people
using secondary mental health services
Replaced in 2011/12 by MHLDDS: data collected by Mental Health, Learning
Disabilities and Autism Spectrum Disorder Care service providers.
MHSDS replaces MHLDDS - not yet available through DARS
Fields change year by year
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Products and services
ONS Mortality
•

•
•

•

The Office for National Statistics collects information on cause of death from
civil registration records. For registered deaths, the underlying cause of
death is recorded alongside other conditions which may or may not have
directly contributed to the death
ONS Mortality available from 1998 (currently) and is available with a 1 month
time lag (although records may not be complete for the latest month of data)
NHS Digital works with ONS to provide access to these data, however, the
decision as to whether access is permitted lies solely with ONS. You must
provide evidence of approval with your application
Agreements including ONS data can presently only be for one year
maximum

More information at http://content.digital.nhs.uk/onsmortality
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Products and services
Patient Reported Outcome Measures (PROMs)
•
•
•

PROMs measures health gain in patients undergoing hip replacement, knee replacement, varicose
vein and groin hernia surgery in England, based on responses to questionnaires before and after
surgery
PROMs is available from 2009/10
Data becomes available with a 5 month time lag

More information at http://content.digital.nhs.uk/proms

Diagnostic Imaging Dataset (DID)
•
•
•

The Diagnostic Imaging Dataset is a central collection of detailed information about diagnostic
imaging tests carried out on NHS patients, extracted from local radiology information systems and
submitted monthly.
DID is available from April 2012
Data becomes available with a four month time lag

More information at http://content.digital.nhs.uk/did
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Products and services
SUS PbR
Payment by Results (PbR) is a system of paying NHS healthcare providers a a
standard national price or tariff for each patient seen. PbR is source from the
commissioning Data Sets (CDS) held in Secondary Uses Services (SUS) data
warehouse.
• Data release schedule as HES
• Data available since 2009/10
• Contains inpatient, outpatient and A&E data
More information at http://content.digital.nhs.uk/pbr
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Products and services

Linkage
Datasets may be linked, typically provided with a bridging file that allows one to link
between the two datasets. Presently the quality of the linkage (detailing which of the
eight steps within the linkage model are used) is also provided.
Datasets may be pre-linked (using identifiers we already hold and do each month) or
bespoke (using identifiers provided by you).
Cohorts
Data can be requested for patient cohorts, there are a number of options:
• A cohort can be submitted and data requested for those people requested for all
available datasets
• The cohort can also be generated from HES, for example by identifying all
patients with a certain diagnosis in a given age range.
• We use an 8 step linkage algorithm to link the cohort to the required datasets
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www.digital.nhs.uk
@nhsdigital
enquiries@nhsdigital.nhs.uk
0300 303 5678

IGARD@NHS.net
http://content.digital.nhs.uk/IGARD

